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Recent Events: China, Malaysia, France (2025-2026)

a Jul 2025 - China e Mar 2026 - Malaysia U=z ey 202t
France
China suspends imports Malaysia opens its market Refrigerated cabinets in
from 17 Thai chicken to Thai pork 300-500+ French
plants after audits News of 8 Mar gives no opening date - supermarkets hacked fo
giggﬁieﬁzf&%dd ~THB 1,000 million in heat up to 50 °C

Breaking news: re-check the figures
before the talk

Source: DLD via Prachachat (7 May 2026); Prachachat (reported 8 Mar 2026); CERT-FR CERTFR-2026-ALE-012 (12 Oct 2026, revised 13 Oct)



Big Picture: Why Meat Traceability,
Why Now
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Meat Crises and Traceability Rules, 1996-2025

Source: NFU/Just Food; FWI; GS1 Rasting case; MAFF; FSAI via Wikipedia; Exame; Beijing Gov; DSI; Pig333/USDA; WOAH; CDC; Agriculture
Victoria



Horsemeat Scandal 2013

37% ~E360M

Irish “beef” burgers with horse DNA Tesco market value lost in one day
(10 of 27 samples, Jan 2013)

Supplier route: complete paperwork at every step

. Cyprus /

Source: FSAl results via Wikipedia, "2013 horse meat scandal” (historical, 2013)



Lﬂﬂ%ﬁ;}tﬁ’ﬂu 2021-2024

fixn: DSI (24 Apr 2025); Thai PBS World (Sep 2024; ... (full list in notes)



Pressures on Thai Meat Processors

Source: EUR-Lex; DLD/Prachachat (2026); GACC/SFA (2026); The Thaiger via ASEAN Now (Aug 2025); DSI (2025); CERT-FR (Oct 2026); CPF
(Apr 2026)



Common Failure: False or Unlinked Records

A database holds only what people type into it.
Traceability works when records start at the source, are
linked by the same code and are checked against the

real product.

Check against the
o Record at the source e One shared ID e product



Digital Traceability Maturity: 1.0 to 4.0

Al + secure data
sharing
Automatic capture +

QR
Barcodes + ERP/MES

Paper / Excel
per lot




Regulation: Global — Asia-Pacific —
ASEAN — Thailand



Meat Traceability Regulation Timeline, 2000-2028

Source: EUR-Lex; FDA; CRS R48925 (Apr 2026); MAFF; FAOLEX; ISC; SFA; VnEconomy; Tap chi Céng Thuong; RRI; WOAH Asia; Avinews



FSMA 204 Food Traceability Rule

24 h

Records on request: in an outbreak or
recall, as a sortable spreadsheet

Source: P.L. 119-37 §780 via QA Magazine (Nov 2025); CRS R48925 (Apr 2026); FDA FSMA 204 page (Oct 2026); 21 CFR 1.1305(g)



EU Requirements for Meat Exporters

Q Reg 931/2011 Q Reg 1337/2013 Q Reg 853/2004

8 data items per “Reared in / Slaughtered Meat <7 °C - offal <3 °C -
consignment, updated in” label + lot code (pork, poultry meat <4 °C

daily poultry)

e Digital Product Passport (ESPR): food, feed and live animals are excluded

Source: EUR-Lex: Reg 931/2011, 1337/2013, 853/2004, 2024/1781 Art. 1(2), 2021/2117



China: GACC Decree 280 and Plant Registration

1 ; « GACC Decree 280 in force 1 Jun 2026: meat

plants need an audit and a DLD

Thai plants suspended after the recommendation; no automatic renewdal

Jul 2025 audit .
» Overseas cold stores must also register

« Plant registration number works as the export
passport: frack renewal dates

Source: SFA trade circular (Jul 2026); REACH24H; DLD via Prachachat (7 May 2026); GFPT MD&A FY2025



Vietnam: Law 78/2025 and VeriGoods

New digital rules improve food
traceability (Vietnam Today news
report)

Vietnam Today -2025-26 (per deck
context)

Link: available in base deck (embedded mp4,
8.5 MB); source and permission unknown; check
its claims

* Law 78/2025 (in force 1 Jan 2026) +
VeriGoods system (23 Dec 2025)

« Circular 31/2026: full rollout 1 Jan
2027 -records kept 12/60 months

+ Meat not yet on the Ministry of
Industry and Trade list

Source: Tap chi Céng Thuong (MolT journal, Jun 2026); LuatVietnam (Jun 2026); Viet Nam News (Dec 2025); VnEconomy (Dec 2025)
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7ixn: WOAH Asia/DLD case study (Apr 2024); Avinews (Jul 2026); 17



National Meat Traceability Systems Compared

Source: MAFF; FAOLEX & mtrace.go.kr; ISC; EUR-Lex; FDA; CRS R48925; Tap chi Céng Thuong; WOAH Asia (DLD); Avinews



Export Market Requirements for Thai Meat

19
Source: EUR-Lex; Arendt; SFA & REACH24H; Prachachat (May 2026); FDA; CRS; FAOLEX; Tap chi Céng Thuong; USDA FAS; RRI; GFPT MD&A 2025



Traceability Fundamentals



One Step Back, One Step Forward

Source: EU Reg 178/2002 Art. 18; EU Reg 931/2011; GS1 Rasting/Westfleisch case (2006); GDST
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Lot Transformation: Split, Merge, Mass Balance

Source: GS1 Rasting/Westfleisch case (2006, historical); MAFF Law 72/2003; 21 CFR 1.1350; Walmart EPCIS 2.0 supplier docs (Aug 2026)
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GS1 Standards for Traceability

Source: GS1 EPCIS, Digital Link and blockchain pages; GS1 Rasting case; Walmart EPCIS 2.0 docs (Aug 2026); Advanced Automation &
NACS (2026); IFPA

23



Summary: Fundamentals

5 Cybersecurity protects the data

4 Al loT and digital labels add value

e Records linked at every hand-over

e Data captured where the event happens

a An ID on every lot and carcass

Sofar

Market pull - IDs :linked
records

Next

What Al, loT and labels add
on top of the ID

One test for every technology: is

the result linked to the lot or
carcass ID?

24



Al for Quality Assessment, Carcass
Grading and Yield Prediction



Carcass Value Beyond Weight

i « Grading turns a carcass into a price

Value gap between two beef « Weight is easy to measure but does not show
carcasses of the same weight and fat alue
vValu

« A grade adds value only when a price grid or @
decision uses it

26
Source: MLA's Dr Alex Ball via Beef Central (Jul 2017; historical, 2015 quote)



Carcass Grading Systems and Measurement Sites

Source: USDA AMS beef standard (2017); IMGA; EU Reg 1308/2013; Decision 2011/258/EU; USDA Poultry Grading Manual; Meafingplace
(2017)
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MSA Beef Grading

Source: MLA (YouTube, meatandlivestock); PIC North America / Bery et al. (2025)

MSA Grading Beef

meatandlivestock - not verified

Link: verified — oEmbed 200 (embeddable); not
played

* Two experts agreed on pork
marbling scores at only R 0.58-
0.72

+ Fast and cheap, but depends
on the person

28


https://www.youtube.com/watch?v=1-slgNKnCZs
https://www.youtube.com/watch?v=1-slgNKnCZs
https://www.youtube.com/watch?v=1-slgNKnCZs
https://www.youtube.com/watch?v=1-slgNKnCZs
https://www.youtube.com/watch?v=1-slgNKnCZs
https://www.youtube.com/watch?v=1-slgNKnCZs

Evolution of Carcass Grading Technology

Source: EU Decision 2011/258/EU; Choi et al. (2018); Kim et al. (2021); USDA AMS (Aug 2025); Farm Weekly (Mar 2025); MLA P.PSH.1132; Beef
Cenfral (May 2023); Livesnews (2026)



USDA-Approved Camera Grading (MEQ, 2025)

Pixel 7a

Phone model used with the USDA-
approved MEQ Camera system

+ Beef Marbling Score
« Ribeye Area
+ Preliminary Yield Grade

Source: USDA AMS (Aug 2025); Food & Drink Business (Aug 2025)
https://www.ams.usda.gov/sites/default /files/media /Beefgradingvisualaid_8.15.25_508.pdf

MEQ Camera: first new
technology approved
by USDA in more than 15
years (tested on more
than 10,000 carcasses)

Approved by model and
serial-number range

Supports plant graders;
does not replace them

30



Computer Vision Grading Pipeline

Source: USDA AMS (Aug 2025); Beef Central (May 2023); Liu et dl., Foods (2025); TSRI RDG5220039; JBT Marel; MLA P.PSH.1367; Kim et dl.
(2021)
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Al Grading Consistency

A - Consistency: pork-chop marbling score
PIC North America vision station (Bery et al., 2025)

scoring the same chop twice
range
scoring the same chop twice 0.69-0.88

0.58-0.72

One expert vs another

Al vs average of experts 0.90

0.00 0.25 0.50 0.75 1.00

Repeatability or correlation (1 = perfect)

Thai proof point (poultry, research in a commercial plant):

B - Accuracy: which of two steaks is more tender?

Paired phone photos - Al vs consumers, same images (Meat Science)
100

81.5%
3 76.5%
= 75
(&}
@
©
c
& 46.7%
2 50-
£
E consumers
% not tested
S 257 on pork
o 130
Al people
0-
Beef steaks Pork cuts

(924 samples)

(514 samples)

A webcam + vision software graded broiler carcass scratches (A / B / C) at 120 birds/min with 95% accuracy,
no significant difference from an experienced operator (70 birds). RMUTT & Chitralada Technology Institute at KVS Fresh Products, Nakhon Sawan, 2023.

Source: PIC North America / Bery et al. (2025); FGV EMAp on a Meat Science study; Chunluan et al., ANRES (Oct 2023)
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Instrument Grading Approval

Q EU (pork) Q USDA 0 AUS-MEAT

Dissection or CT on at Approval by model and Approval trait by trait
least 120 carcasses - error serial-number range
(RMSEP) < 2.5

Approval abroad is not approval in Thailand

-Thailand has no instrument approval route yet

33
Source: Del. Reg. (EU) 2017/1182 Annex V; USDA AMS visual aid (Aug 2025); Beef Central (May 2023); MLA P.PSH.1132



100% -

80%-

60% -

40% -

20%-

0%~

Camera Inspection vs Line Inspectors

[ Camera vision system (CVS)

Hl Official line inspection

Denmark - 71,298 pigs, 15 production days, 428 carcasses/h

Camera found ~50% more

contaminated carcasses
31%
20%

Sensitivity
(finds contaminated carcasses)

Camera flags slightly more clean pigs (97% vs 99%)

97% 99%

Specificity

(passes clean carcasses)

12% -

10% -

8%

6% 7

4% 7

2%°

0%~

Norway - pleurisy prevalence recorded

Al vs vets (500 images): Se & Sp > 95%
Agreement with inspection staff: p = 0.67

9.80%

AI (CNN on
cobot images)

5.18%

Meat-inspection

records

34

Source: Lund et al., DTI/DMRI'ICoMST 2024 poster; Teknologisk Institut VTK report (Dec 2024); Romano et al., Food Control (2025, via 3fres3)



Weight and Yield Prediction Accuracy

I Person or simple measure M Camera+ Al WM X-ray (DEXA) HE Physical scale (reference)

A - Pigs: picking market-weight pigs B - Beef lean meat yield: reported accuracy
% correct - higher is better - NC State trials, 2022 "% accurate" as reported - AU, 50 carcases, 2017

Trained person (2 trials) [ 82.5-84.4%
Manual P8 fat depth 30-40%
Visual evaluation [ 88-2%

pigVision camera (1) [y, 96.6%
- ~88%
walk-across scale | EEEEEEEE o¢.2* DERATCTAY

0 20 40 60 80 100 0 20 40 60 80 100

35
Source: National Hog Farmer (Feb 2022, historical); Beef Cenfral (Jul 2017, historical; 50 carcases)



Global Case Study: Cargill CarVe

Source: The Spoon (May 2026); Drovers (Mar 2026); Food Dive (Jun 2025) — company-reported
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Global Case Study: Cargill CarVe

+ 3-5% more meat per cut (company-reported)
« ~USS2M per plant (target)
+ “With CarVe, we are not replacing employees.”

Source: The Spoon (May 2026); Drovers (Mar 2026); Food Dive (Jun 2025) — company-reported
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Closed-Loop Yield Optimisation

Source: MLA P.PIP.0466; Beef Central (Nov 2016); Just Food (Oct 2023); SKOV; RELEX; Scott DEXA Primal (2025); Drovers (Mar 2026)
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Al Adoption Path for Thai Plants

— Calibrate, then use
for pricing
Al works alongside
Capture image and mode)
weight, linked to the

Decide what grade carcass / lot ID
oryield data is for

Fresh/frozen chicken exports 2026 forecast —13% - labour shortage

39
Source: Aviagen BBN Asia (Jul 2026); FTI via The Thaiger (Aug 2025)



Summary: Al, loT, Digital Label

a Measure

Link to the
carcass / lot ID

Calibrate, then
price on it

Source: SupplementaryDocs 04-06

5 Cybersecurity protects the data

0 Al, loT and digital labels add value

e Records linked at every hand-over
e Data captured where the event happens

a An ID on every lot and carcass

o



Cold-Chain Transparency with loT, and
Traceability with Blockchain



Food Loss from Cold-Chain Gaps

526 Mt -12%

About 526 million tonnes of food, 12% of the world total,
lost for lack of adequate refrigeration

About 1 Gt CO,e of greenhouse gas (~2% of the global total) in 2017

Source: UNEP/FAO, Sustainable Food Cold Chains — UNEP press release (Nov 2022)
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Independent Temperature Monitoring

Source: Identec Solutions citing The Swedish Club (2022); Confrolant poulfry case study (vendor-reported)

43



loT Cold-Chain Architecture

Source: Maersk (Jul 2026); Thermo King TracKing; Wiliot; Walmart (2021); GS1 EPCIS 2.0; Goedhals-Gerber & Stander (2017); CERT-FR (Oct
2026) — author's synthesis, not a published reference design

44



Remote Container Monitoring: Maersk Captain Peter

2v=j

Source: Maersk news (2 Jul 2026); Maersk Captain Peter product page

Revolutionising cold chain visibility
with Captain Peter
Maersk -unconfirmed

Link: verified — oEmbed 200 (embeddable); not
played

+ ~30% of Maersk contfainers fitted
with the new device (Jun 2026)

» Captain Peter: 0/50/75USD
per confainer

45


https://www.youtube.com/watch?v=jxDawsEcB0s
https://www.youtube.com/watch?v=jxDawsEcB0s
https://www.youtube.com/watch?v=jxDawsEcB0s

Remote Container Monitoring: Maersk Captain Peter

Source: Maersk news (2 Jul 2026); Maersk Captain Peter product page

46



GS1 EPCIS 2.0 Event with Temperature Data

GS1 EPCIS 2.0 event

Lot X
Event Shipped from plant Y
Time Z
Temperature min -1.2 / max 3.4 °C

hash anchor = optional illustrative

Source: GS1 EPCIS / CBV 2.0 (ratified Jun 2022; SensorElement); GS1 EPCIS 2.0 standard (ref.gs1.org)

One query returns ID, location,
time and product condition

Works on an ordinary event
database; no blockchain
needed

A hash shows later edits but
cannot catch a sensor that
reports wrong values from the
start

47



nssiliaulunasldssuu Cold Chain aaglne

Q SOUUA e vinaiiiu e AARINDAUAT

Q Cold Chain (nsun1suugs deliRdanavunFasdiatiu (n1s delsifdaninun - deyasieitias
NNLN): ATELAQGHLANIZNIT Usziiind 2022) duqnderionandang1uaeafuls
1144 B2B 71/

a

auliiaafiunnalssinaliunsiiiauuan (Decree 280)

fixn: TPSO (2023); WFLO/GCCA for USDA FAS (Jul 2022, historical); SFA frade circular (Jul 2026) 48



Cold-Chain loT Adoption Path

Source: Author's synthesis from Maersk (2026); Goedhals-Gerber & Stander (2017); CERT-FR (2026); TPSO (2023); GS1 EPCIS 2.0; GACC
Decree 280; EU 853/2004

49



Technology Convergence: The Power of Three

Al (the brain)

Analyse, predict, support decisions

Memory: IDs + linked events
Central database - SaaS - or blockchain

(o (the senses)

Measure temperature, location and
product condition

Adapted from Asst. Prof. Dr. Suvaluk Asavasanti (base-deck slide 28, labels corrected)

+ Cybersecurity protects all three

Source: NIST IR 8202 (2018); GS1 blockchain page; Demestichas et al., Applied Sciences (2020) - Adapted from Asst. Prof. Dr. Suvaluk 50
Asavasanfi



Global Case Study: Walmart

7 days

Tracing sliced mangoes with
paper records

Rasting (Germany) 1999: 36-hour product recall — after adopting GS1

2 ° 2 S e C 0 n d S* standards, answers in minutes, without blockchain

Query on the platform (pilot
2016-18)
*IBM/Walmart-reported

Source: LF Decentralized Trust, Walmart case; F. Yiannas, US House testimony (14 Feb 2018); Demestichas et al. (2020);
GS1 Rasting /Westfleisch case (2006, historical)
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What Blockchain Guarantees

Guarantees Does not guarantee

Q No silent after-the-fact edits Urel Th.e Qn’rered data is correct
garbage in, immutable garbage out

0 Shared writing by several parties e A link between the data and the
without a central owner real animal or carcass

NIST IR 8202: “It is not magical; it will not solve all problems.”

52
Source: NIST IR 8202 (Oct 2018); Demestichas et al., Applied Sciences (2020); McKinsey (Jun 2018)



Traceability Systems: Status in 2026

Australia NLIS

Japan beef traceability

EU TRACES

Uruguay SNIG

Korea mtrace (beef 08, pork 14)

CPF traceability, Thailand

CPF x Bunge soy, Brazil = Thai
JBS livestock platform, Brazil
Walmart / IBM Food Trust
TraceThai (TPSQ), Thailand
TE-FOOD pork, Vietnam
BeefLedger (Australia = China)
BeefChain, USA

TradelLens (Maersk/IBM, shipping)

NO BLOCKCHAIN — national / EU systems Oct 20261
1

BLOCKCHAIN PROJECTS

1

1

!
digital [+ blockchain 2

i

2016: no chain - ---------

start date not Veriﬁed“

1999 2002 2005 2008 2011 2014 2017 2020 2023 2026

STATUS (Oct 2026 check)

Running - 180M+ records (Jun 2026)
Running - law amended 2023
Running - 5.4M documents (2024)
Running - digital dispatch May 2026

Running - 2026 service notices

Running - single integrated firm

~360-375 kt traced (blockchain + satellite)
End-2025 target: outcome not verified

Quiet: no deployment news since ~2021

Still a prototype (seminars Jun 2024)

Website static, no dated news after 2020

No status found after 2020

Domain reused for crypto news by Dec 2024

Closed Q1 2023: "not commercially viable"

Solid bar = verifiable public activity found - dotted line = no public evidence found - p still running - % closed or domain lost - pale blue = earlier non-blockchain digital system

Source: ISC/ICAR (Jun 2026); MAFF; EC DG SANTE; World Bank (2015); SNIG; mirace.go.kr; CPF (Feb 2024; SR 2024); CPF x Bunge; The Cattle 53
Site (2021); LF Decentralized Trust; Ledger Insights; TraceThai.com; te-food.com; Supply Chain Dive (Nov 2022)



National Livestock Identification Systems

How the National Livestock
Identification System (NLIS) works.
Integrity Systems - not stated

Link: verified — oEmbed 200 (embeddable); not
played

NLIS >180 million records (since

1999)

Japan keeps DNA from every
beef carcass

Uruguay traces 100% of cattle
(World Bank, 20195)

Source: ICAR 2026 (Jun 2026); MAFF Law No. 72 of 2003; World Bank Blogs (Oct 2015); Integrity Systems Company
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https://www.youtube.com/watch?v=pITHOXixPCI
https://www.youtube.com/watch?v=pITHOXixPCI
https://www.youtube.com/watch?v=pITHOXixPCI

Data Integrity at Eniry

Source: Agriculture Victoria (5 Jun 2025); Prachachat (25 Mar 2024); Demestichas et al. (2020); MAFF; Silver Fern Farms; MLA (2021)
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Thai Case Study: CPF

CPF (Charoen Pokphand Foods)

Blockchain: Y
Thailand - chicken, pork, eggs, shrimp, duck, feed
Blockchain proof layer on a chain CPF controls

What CPFiTrace (SR 2022) — now AXONS Trace (SR 2024): QR on chicken, pork, egg, shrimp and duck
packs - digital since 2017 -blockchain layer since 2022, covering 100% of fresh chicken and porkin
2022

Core work Data capture: Smart Eye cameras, farm software, truck temperature tracking

Cross-company CPF x Bunge: ~360,000-375,000 t of Brazilian soybean meal traced to plot (blockchain + satellite)

Status 2026 In use -zero product recalls in 2024 (company-reported, not credited to any one technology) -
multi-country scope (Thailand, Vietham, Laos, Malaysia) not verified

Source: CPF Sustainability Reports 2022 (p.25) and 2024; CPF press release (14 Feb 2024); CPF soybean-meal project
page
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When Blockchain Fits

Good candidates:

Cattle / deforestation- e _ Premium meat /
free soy Clireeell el anti-counterfeit
EUDR starts 30 Dec 2026 No verified example When verifiable proof is
found yet part of what is sold

Hybrid: EPCIS kept by each company, only the hash goes on chain

Source: WUst & Gervais (2018); NIST IR 8202; McKinsey (2018); Arendt (2026); The Cattle Site (2021); CPF soybean project; 57
Ledger Insights (Thai Union pilot, ~2022); GS1



Traceability Success Factors

Source: ISC/ICAR (2026); MAFF; INAC/World Bank; FAOLEX; EC TRACES; CPF (2024); The Cattle Site (2021); Supply Chain Dive (2022); GSI1
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Do You Need a Blockchain?

Source: Adapted by the author from Wust & Gervais, 'Do you need a blockchaing" (IACR ePrint 2017/375) and NISTIR
8202 — a screening guide, not arule
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Data Trust and Cyber Risk

° Cybersecurity protects the data

0 Al, loT and digital labels add value Every layer added today
(cameras, sensors, QR, cloud
records) is also a new entry

e Records linked at every hand-over point

Next: France, 11-12 Oct 2026
e Data captured where the event happens

a An ID on every lot and carcass

60



Cybersecurity in the Cold Chain



News Report: France 2026

Source: franceinfo (YouTube, Oct 2026)

2

Des hackers piratent les
réfrigérateurs de supermarchés,
des millions d'euros de nourriture
jetés

franceinfo - 2026

Link: verified — oEmbed 200 (embeddable); not
played

« Staff opening on Monday
morning found hot air coming
from the cabinets (as reported)

+ Investigation still open (14 Oct
202¢6)
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https://www.youtube.com/watch?v=bgc3bAvmn1Y
https://www.youtube.com/watch?v=bgc3bAvmn1Y
https://www.youtube.com/watch?v=bgc3bAvmn1Y
https://www.youtube.com/watch?v=bgc3bAvmn1Y
https://www.youtube.com/watch?v=bgc3bAvmn1Y
https://www.youtube.com/watch?v=bgc3bAvmn1Y
https://www.youtube.com/watch?v=bgc3bAvmn1Y

France Refrigeration Attack, 11-12 Oct 2026

Source: CERT-FR CERTFR-2026-ALE-012 (12 Oct 2026, revised 13 Oct 2026); SOCRadar, Al Jazeera, Joumal du Geek, Cybernews,
NordiskPost (13 Oct 2026) — breaking news
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Exposed Refrigeration Controllers

2,898

* Happened before: 2022, 16 stores in Russia and

Danfoss StoreView screens exposed on 40in Israel
the internet in France (65% of the world
fotal, the next day)  Exposed does not mean breached

» Entry point still under investigation

Source: SOCRadar (13 Oct 2026; Shodan count, vendor-reported; 2022 precedent second-hand via a Danfoss b4
newsletter); CERT-FR (12 Oct 2026, revised 13 Oct)



Falsified Sensor Readings

~

, , -18 °C
The display shows normal while the
cabinet is warm Status: normal
In research, a hacked display showed false values
from =50 °C to 110 °C while the researchers controlled
the refrigeration .

Cabinet not cold
Product inside is thawing
\§ J
illustration

Source: Refindustry (13 Aug 2026), on Claroty Team82 research into Copeland XWEB Pro (vendor research); Food & Drink Business (20 Aug 65

2026)



Ransomware in Food and Agriculture

JBS 2021

* Ransom paid:
USSTIM

* 7,000 employees in
Australia stood down

Source: Food and Ag-ISAC (Feb and Aug 2026); Bloomberg (9 Jun 2021) and ABC Australia (1 Jun 2021), historical (the JBS atfack began 30
May 2021)
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Ahack Paths in a Connected Cold Chain

Source: CERT-FR; SOCRadar; Refindustry/Claroty; CISA AA23-335A; FBI PIN (2021); Food and Ag-ISAC; FTC (2023); Thermo King; Al Jazeera
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Hashing and Blockchain Against Cyber Threats

Editing records after
the fact

0 Helps

Hacked sensor sends

Does not
wrong values from the
help
start
: Does not
Fake QR sticker help

Source: Demestichas et al. (2020); SOCRadar (Oct 2026); FTC (Dec 2023

Detects later edits (hash-chained log)

Independent sensor on a separate
network

QR printed into the label, on the
company's own domain
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Defence in Depth for OT

IT/OT convergence needs segmentation

Source: NIST SP 800-82r3 (2023); CISA AA23-335A; CERT-FR (2026); SOCRadar (2026); FBI PINs; NCSA — IEC 62443 ferms
used as concepts only
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Defence in Depth for OT

Source: NIST SP 800-82r3 (2023); CISA AA23-335A; CERT-FR (2026); SOCRadar (2026); FBI PINs; NCSA — IEC 62443 terms used as concepts only
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Four Basic Cyber Controls

Take confrollers off One vendor Temperature alarm Offline backups
the internet access path, via on a separate With real restore tests
Start by searching your VPN with MFA network
own IPs on Shodan / Opened when Second sensor, 24-hour
Censys needed, time-limited, on-call alert

logged

Full 12-point list in the appendix (BO8) - ThaiCERT 24 h 02-114-3531 (confirm the number before printing)

Source: CERT-FR (revised 13 Oct 2026); CISA AA23-335A; SOCRadar (13 Oct 2026); FBI PIN (2021); 12-point checklist in 1 verify 71
SupplementaryDocs 09 §6.4



Smart Packaging and Digital Labels as
Value-Adding Tools



Consumer Interest in QR Codes

Source: GST1 US Sunrise 2027 page (2025 survey, stated intent

797

say they would buy more if a QR code
gave information (stated intention, not
observed behaviour)

No QR scan-rate data found for meat packs, and no
Thai consumer data yet
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Freshness Indicators

Source: Wikipedia, Keep-it Technologies (secondary); keep-it.com (Oct 2026); Albrecht et al. (2019, PMC); KMUTT CRIS (2022)
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Smart Packaging Technologies

Source: Conte-Junior et al. (2020); DTI; Food Processing AU (2017); Albrecht et al. (2019); KMUTT CRIS (2022); Mimica; GS1; IFPA; Packaging 75
World (2026)



Keep-it x REMA
1000 (Norway)

More than 70 million units
sold up to 2018; now
preparing a relaunch

Freshness Indicators

OnVu TTl on chicken

breast packs m
(Germany)

Trial of 480 packs: predicted
slightly longer life than
actual; researchers judged
an error within 24 h
acceptable

Colour-changing film M

+ Al colour reading

Joint research with KMUTT:
R? 0.94-0.98 against
freshness values
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Source: Wikipedia, Keep-it Technologies (secondary); keep-it.com (Oct 2026); Albrecht et al. (2019, PMC); KMUTT CRIS (2022)



GS1 Digital Link QR

Source: GS1 Digital Link; IFPA 2D guidance; Packaging World (19 Feb 2026); GS1 US Sunrise 2027 page; USDA CCFL48 report; MAFF;
mirace.go.kr; Silver Fern Farms; FTC (Dec 2023)
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GS1 Sunrise 2027

Source: IFPA 2D guidance; Advanced Automation (Apr 2026); NACS (Oct 2026); RFID Journal (Mar 2026); GS1 US
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Dynamic Markdown Pricing

35-80% 2.2 million Ib

Waste reduction (vendor-reported) Meat not thrown away in 1 year (150 stores,
vendor-reported)

Mechanism

2D code POS / price label Al markdown Earlier, smaller
markdowns
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QR Traceability in Thailand: CPF and CP Axira

cPF

Thailand - fresh chicken and pork

QR
CPF iTrace (SR 2022) — now AXONS Trace (SR
2024) - digital since 2017 - blockchain layer and
QR on fresh chicken and pork packs since 2022,
100% coverage in 2022

Carbon label

1,016 products (Apr 2026)

Note
Carbon or “antibiotic-free” claims must trace
back to an LCA or farm records

Blockchain: not stated

CP Axtra x DLD

Thailand - retail beef

i-Trace

Retail system, separate from CPF - beef QR
shows farm, cutting plant and packing plant
(MoU Aug 2025)

Scale
Makro i-Trace QR on more than 19,000 items (Jul
2023)

Not found
National rules for meat QR / digital labels -
automatic markdowns in Thai retail

Source: CPF (14 Feb 2024); CPF Sustainability Reports 2022 and 2024; CPF (1 Apr 2026); Naewna (Aug 2025);
The Nation (Sep 2025); WedalthyThai (Jul 2023)
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Digital Label Value Ladder

Source: Author's synthesis from GS1/IFPA /Packaging World (2026); CPF; Siver Fern Farms; Albrecht et al. (2019); Keep-it; Waste360 (2024)
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Case Studies: Global, Regional, Thai



Case Map: Global, Regional, Thai

Source: Company releases and reports (Cargill, Tyson, JBS, Walmart, Silver Fem Farms, Masan AR 2025, CPF SR 2024 and 2026 news,
Betagro, GFPT) and trade press
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CPF

chicken -pork -feed

Betagro
chicken -pork -feed

GFPT

integrated chicken

Thai Foods Group
TFG

CP Axtra x DLD

retail - beef

iTrace (SR 2022) — now
AXONS Trace (SR 2024):
blockchain + QR; 100% of
fresh chicken and pork
(2022)

Al cameras check lean-
to-fat ratio in pork; no
accuracy given

S-Pure eggs traceable
from breeder flock; no
meat QR found

Not found in public sources
checked

LRQA Platinum
certificate, 100% farm-to-
slaughter scope; no QR

Not found in public sources
checked

Not found; reports not accessible, news sient (all six areas)

Makro i-Trace QR,

19,000+ items (2023); DLD  Not found in public sources
beef MoU (2025); checked

separate from CPF

Al'Smart Eye' cameras
count products and
check quality

No vision or X-ray QA;
‘Smart Quality' named only

Not found in public sources
checked

Not found in public sources
checked

Robotic sausage line and
RFID robot store; no yield
data

Smart-factory feed mill,
Nong Bun Mak (2023);
real-tfime monitoring at
Lampang chicken plant
(2025)

New Chonburi plants
announced; no
automation detail
published

Retailer; no plant
automation disclosed

Real-time tracking of
fruck location,
temperature and speed

Digital fransport
management (2025); no
temperature loT
disclosed

Not found in public sources
checked

No store or fruck
temperature loT disclosed

Source: Company reports and releases (checked 14 Oct 2026): CPF SR 2022/2024 and news (2023-26); Betagro, GFPT and CP Axfra
releases; Thai business press

Thai Big Corporations: Published Digital Initiatives

ISO 27001, NIST CSF 2.0,
cyber committee; OT not
mentioned

No cyber disclosure found;
One Report site blocks
automated reading

IT security policy only; no
OT, SO 27001 or NIST

0 data breaches in 2025;
SEC NIST score 4.22 vs
1.91
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Common Success Factors

3of 16

Cases using blockchain

lllustrates the point; not a market
share

Source: Author's assessment of company releases, annual reports and regulator pages (SupplementaryDocs 11); count from the 16-case
table
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Roadmap for Thai Meat Processors



Traceability Self-Assessment: 1.0 to 4.0

2.0 3.0
Lot code on every carton and pallete Weight and temperature recorded
- Can ERP show which customers by machine? -Mass balance for

received a lot within 1 day? every lote

Source: company examples: CPF SR 2024, CPF (Sep 2026), GFPT (Jun 2026), Prachachat (Nov 2024)

4.0
Al used for decisions? - Alerts before

product spoilsg - Controllers isolated
from the internet?e
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Singapore Food Manufacturing Industry Digital Plan

Digital plan for Singapore's food
manufacturers
CNA -about 2021 (inference from the news ticker)

Link: available in base deck (embedded mp4, 4.8 MB);
source URL not recorded; check it still plays

Adapted from Asst. Prof. Dr. Suvaluk Asavasanti (slide 55, IMDA
roadmap)

IMDA plan launched 1 Apr 2021 -refreshed 9 Feb 2026 (more than 1,500 firms):

adds Al/GenAl, a Logistics Control Tower and a cybersecurity and data-protection roadmap

Source: CNA (about 2021, historical; upload year not read); IMDA Food Manufacturing Industry Digital Plan (launched T Apr 202 1;

refreshed 9 Feb 2026)
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Key Takeaways

0 Al, loT and digital labels add value

e Records linked at every hand-over

e Data captured where the event happens

a An ID on every lot and carcass

1 Traceability = data you can
prove: ID + capture at source +
linked records

2 Al, loT and digital labels add
value when results are linked to
the lot or carcass ID

3 Blockchain is one tool, suited to
several parties writing shared
records

4 Cybersecurity in the budget
from day one

5 Start tomorow with a one-pack
mock recall
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Questions and discussion

20



Thank you for your kind attention

Dr. Kajornvut Ounjai
Automation Engineering, KMUTT - Co-founder, Solumate Co., Ltd. -
Senior IT Advisor, DFarm Food Retall

Kajornvut.oun@kmutt.ac.th

Flow adapted, with thanks, from Asst. Prof. Dr. Suvaluk Asavasanti
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